
FEDERAL TITLE AND ESCROW 
SECURITY INCIDENT RESPONSE PLAN FOR NON-PUBLIC PERSONAL 

INFORMATION 
 

Introduction 
  
This Security Incident Response Plan outlines the steps that Close It! Title Services Inc., d/b/a 
Federal Title and Escrow Company (FTE), will take upon the discovery of unauthorized access 
to customer Non-Public Personal Information (NPI). 
 
NPI is personally identifiable data such as information provided by a customer on a form or 
application, information about a customer’s transactions, or any other information about a 
customer that is otherwise unavailable to the general public.  NPI includes first name or first 
initial and last name coupled with any of the following:  Social Security Number, driver’s license 
number, state-issued ID number, credit card number, debit card number, or other financial 
account numbers.   
 
Selected laws relating to the protection of and improper disclosure of NPI are contained in 
Appendix A. 
 

Personnel 
 
Incident Response Team 
 
An Incident Response Team has been established to provide a thorough and efficient response to 
incidents involving the improper disclosure of NPI.  The Incident Response Team is authorized 
to take appropriate steps deemed necessary to contain, mitigate or resolve breaches of NPI.  The 
Team is responsible for investigating such incidents in a timely, cost-effective manner and 
reporting findings to the appropriate authorities as necessary.  
 
The members of the Incident Response Team are: 
 

• FTE Privacy Officer / Chief Compliance Officer (PO/CCO) 
• FTE President 
• FTE Information Technology (IT) Vendors (Dataprise and Veris Consulting) 
• FTE Human Resources (if privacy breach was carried out by an employee) 
• FTE Marketing 

 
The roles and responsibilities of the Incident Response Team members are as follows: 
 
FTE Privacy Officer / Chief Compliance Officer and FTE President  

• Determine the nature and scope of the incident 
• Contact IT Vendors for advice as needed 
• Provide proper training on incident handling 
• Coordinate and monitor progress of the investigation 
• Ensure evidence gathering, chain of custody, and preservation is appropriate 
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• Prepare a written summary of the incident and corrective action taken 
• Document the types of personal information that may have been breached 
• Provide guidance throughout the investigation on laws relating to NPI 
• Assist in developing appropriate communication to impacted parties 
• Assess the need to change privacy policies, procedures, and/or practices as a result of the 

breach 
 

FTE IT Vendors 
• Central point of contact for all computer incidents 
• Analyze network traffic for external attacks 
• Run tracing tools such as sniffers, Transmission Control Protocol (TCP) port monitors, 

and event loggers 
• Look for signs of a firewall breach 
• Contact external Internet service provider for assistance in handling the incident 
• Take action necessary to block traffic from suspected intruder 
• Ensure all service packs and patches are current on mission-critical computers 
• Ensure backups are in place for all critical systems 
• Examine system logs of critical systems for unusual activity 
• Monitor business applications and services for signs of attack 
• Review audit logs of mission-critical servers for signs of suspicious activity 

 
FTE Human Resources 

• Where breach was carried out by employee, coordinate any disciplinary action against 
employee 

 
FTE Marketing 

• Assist in developing appropriate communication to impacted parties 
• Prepare and issue press release or statement, if needed 
• Proactively respond to media inquiries, if necessary 
• Monitor media coverage and circulate accordingly 

 
  



 

 3  

Procedures 
 
Reporting to FTE CCO/PPO 
 
If any FTE employee or FTE IT Vendor discovers or suspects a breach of NPI, they must 
immediately report it to the FTE CCO/PO.  A preliminary analysis of the incident will take place 
by the CCO/PO in order to determine whether Incident Response Team activation is appropriate. 
 
Internal Incident Response  
 
When the Incident Response Team has been activated, the members must keep accurate notes of 
all actions taken, by whom, and the exact time and date.  Each person involved in the 
investigation must record his or her own actions. 
 
The following steps will be taken by the Incident Response Team as appropriate: 
 

1. Work with the appropriate parties to determine the extent of the breach.  Identify data 
stored and compromised on all systems and the number of individuals at risk. 

 
2. Determine the type of NPI at issue, including but not limited to: 

 
Name, Address, Social Security Number, Account number 
 

3. Identify victims and build notification list. 
 

4. Determine where and how the breach occurred.  
 

• Identify the source of compromise, and the timeframe involved.  
• Review the network to identify all compromised or affected systems.  Consider e-

commerce third party connections, the corporate network, test and production 
environments, virtual private networks, and wireless connections.  Look at 
appropriate system and audit logs for each type of system affected.  

• Document all internet protocol (IP) addresses, operating systems, domain name 
system names and other pertinent system information. 
 

5. Take measures to contain and control the incident to prevent further unauthorized access 
to or use of personal information on individuals, including shutting down particular 
applications or third party connections, reconfiguring firewalls, changing computer 
access codes, and modifying physical access controls. 

 
• Change all applicable passwords for IDs that have access to NPI, including 

system processes and authorized users.  If it is determined that an authorized 
user’s account was compromised and used by the intruder, disable the account. 

• Do not access or alter the compromised system. 
• Do not turn off the compromised machine. Isolate the system from the network 

(i.e., unplug cable). 
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• Change the wireless network Service Set Identifier (SSID) on the access point 
(AP) and other authorized devices that may be using the corporate wireless 
network. 

 
6. Monitor systems and the network for signs of continued intruder access.  

  
7. Preserve all system and audit logs and evidence for law enforcement and potential 

criminal investigations.  Ensure that the format and platform used is suitable for review 
and analysis by a court of law if needed.  Document all actions taken, by whom, and the 
exact time and date.   

. 
8. Provide a summary of confirmed findings and of the steps taken to mitigate the situation. 

 
9. If an internal user (authorized or unauthorized employee, contractor, consultant, etc.) was 

responsible for the breach, contact the appropriate Human Resource Manager for 
disciplinary action and possible termination.   
 

10. In the case of contractors, temporary employees, or other third-party personnel, 
discontinue the user’s service agreement with FTE.   

 
Notification of Authorities and Individuals 
 
The following notification actions will be taken as appropriate when there has been a breach of 
NPI: 
 

1. If necessary, notify the appropriate authorities (e.g., local law enforcement authorities, 
consumer reporting agencies, state attorney general(s), Federal Trade Commission). 

 
2. If the CCO/PO determines that the breach warrants law enforcement involvement, any 

notification to affected individuals may be delayed if law enforcement determines that the 
notification will impede a criminal investigation.  Notification will take place after law 
enforcement determines that it will not compromise the investigation. 

 
3. Notification to individuals may be delayed until the CCO/PO is assured that necessary 

measures have been taken to determine the scope of the breach and properly investigate 
it. 

 
4. Notification to individuals will be made in a timely fashion and delivered in a manner 

that is consistent with all applicable federal and state laws and regulations.  Such 
notification may include the following information: 

 
• A general description of the incident, including information such as what 

happened, when the breach occurred and/or was detected, how it was detected, 
what data was potentially compromised, why the individual is being notified,  
whether any data is known to have been used, and whether notification was 
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delayed as a result of law enforcement investigation. 
 

• What is being done to protect the NPI from further unauthorized access. 
 

• Information to assist individuals in mitigating potential harm, including whom to 
contact for additional information, steps individuals can take to obtain and review 
their credit reports and to file fraud alerts with nationwide credit reporting 
agencies, and sources of information designed to assist individuals in protecting 
against identity theft. 

 
• Remind individuals of the need to remain vigilant over the next 12 to 24 months 

and to promptly report incidents of suspected identity theft. 
 

• Inform individuals about the availability of the Federal Trade Commission’s 
(FTC’s) online guidance regarding measures to protect against identity theft, and 
encourage the individual to report any suspected incidents of identity theft to the 
FTC.  Provide the FTC’s website address and telephone number for the purposes 
of obtaining the guidance and reporting suspected incidents of identity theft.  At 
the time of this document’s publication, the website address is 
http://www.ftc.gov/idtheft.  The toll-free number for the identity theft hotline is 1-
877-IDTHEFT. 

 
• Apology and/or statement of commitment to security. 

 
  

http://www.ftc.gov/idtheft�
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Appendix A 
 
The following are selected laws relating to the protection and improper disclosure of NPI. 
 
 
Gramm-Leach-Bliley Act (GLBA) 
 

Gramm-Leach-Bliley Act 
15 USC, Subchapter I, Sec. 6801-6809 

Disclosure of Nonpublic Personal Information 

 
Sec.  
6801. Protection of nonpublic personal information. 

  (a) Privacy obligation policy. 
(b) Financial institutions safeguards. 

6802. Obligations with respect to disclosures of personal information. 

 

(a) Notice requirements. 
(b) Opt out. 
(c) Limits on reuse of information. 
(d) Limitations on the sharing of account number information for marketing 
purposes. 
(e) General exceptions. 

6803. Disclosure of institution privacy policy. 

 
(a) Disclosure required. 
(b) Information to be included. 

6804. Rulemaking. 

 
(a) Regulatory authority. 
(b) Authority to grant exceptions. 

6805. Enforcement. 

 

(a) In general. 
(b) Enforcement of section 6801. 
(c) Absence of State action. 
(d) Definitions. 

6806. Relation to other provisions. 
6807. Relation to State laws. 

 
(a) In general. 
(b) Greater protection under State law. 

6808. Study of information sharing among financial affiliates. 

http://www.ftc.gov/privacy/glbact/glbsub1.htm#6801�
http://www.ftc.gov/privacy/glbact/glbsub1.htm#6802�
http://www.ftc.gov/privacy/glbact/glbsub1.htm#6803�
http://www.ftc.gov/privacy/glbact/glbsub1.htm#6804�
http://www.ftc.gov/privacy/glbact/glbsub1.htm#6805�
http://www.ftc.gov/privacy/glbact/glbsub1.htm#6806�
http://www.ftc.gov/privacy/glbact/glbsub1.htm#6807�
http://www.ftc.gov/privacy/glbact/glbsub1.htm#6808�
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(a) In general. 
(b) Consultation. 
(c) Report. 

6809. Definitions. 
 

Sec. 6801. Protection of nonpublic personal information 

(a) Privacy obligation policy 

It is the policy of the Congress that each financial institution has an affirmative and continuing 
obligation to respect the privacy of its customers and to protect the security and confidentiality of 
those customers' nonpublic personal information. 

(b) Financial institutions safeguards 

In furtherance of the policy in subsection (a) of this section, each agency or authority described 
in section 6805(a) of this title shall establish appropriate standards for the financial institutions 
subject to their jurisdiction relating to administrative, technical, and physical safeguards - 

(1) to insure the security and confidentiality of customer records and information; 

(2) to protect against any anticipated threats or hazards to the security or integrity of such 
records; and 

(3) to protect against unauthorized access to or use of such records or information which could 
result in substantial harm or inconvenience to any customer. 

SECTION REFERRED TO IN OTHER SECTIONS 

This section is referred to in sections 6803, 6805 of this title. 

NOTE: Pub. L. 106-102, title V, Sec. 510, Nov. 12, 1999, 113 Stat. 1445, provided that: ''This 
subtitle (subtitle A (Sec. 501-510) of title V of Pub. L. 106-102, enacting this subchapter and 
amending section 1681s of this title) shall take effect 6 months after the date on which rules are 
required to be prescribed under section 504(a)(3) (15 U.S.C. 6804(a)(3)), except - 

''(1) to the extent that a later date is specified in the rules prescribed under section 504; and 

''(2) that sections 504 (15 U.S.C. 6804) and 506 (enacting section 6806 of this title and amending 
section 1681s of this title) shall be effective upon enactment (Nov. 12, 1999).'' 

Sec. 6802. Obligations with respect to disclosures of personal information 

(a) Notice requirements 

http://www.ftc.gov/privacy/glbact/glbsub1.htm#6809�


 

 8  

Except as otherwise provided in this subchapter, a financial institution may not, directly or 
through any affiliate, disclose to a nonaffiliated third party any nonpublic personal information, 
unless such financial institution provides or has provided to the consumer a notice that complies 
with section 6803 of this title. 

(b) Opt out 

(1) In general 

A financial institution may not disclose nonpublic personal information to a nonaffiliated third 
party unless - 

(A) such financial institution clearly and conspicuously discloses to the consumer, in writing or 
in electronic form or other form permitted by the regulations prescribed under section 6804 of 
this title, that such information may be disclosed to such third party; 

(B) the consumer is given the opportunity, before the time that such information is initially 
disclosed, to direct that such information not be disclosed to such third party; and 

(C) the consumer is given an explanation of how the consumer can exercise that nondisclosure 
option. 

(2) Exception 

This subsection shall not prevent a financial institution from providing nonpublic personal 
information to a nonaffiliated third party to perform services for or functions on behalf of the 
financial institution, including marketing of the financial institution's own products or services, 
or financial products or services offered pursuant to joint agreements between two or more 
financial institutions that comply with the requirements imposed by the regulations prescribed 
under section 6804 of this title, if the financial institution fully discloses the providing of such 
information and enters into a contractual agreement with the third party that requires the third 
party to maintain the confidentiality of such information. 

(c) Limits on reuse of information 

Except as otherwise provided in this subchapter, a nonaffiliated third party that receives from a 
financial institution nonpublic personal information under this section shall not, directly or 
through an affiliate of such receiving third party, disclose such information to any other person 
that is a nonaffiliated third party of both the financial institution and such receiving third party, 
unless such disclosure would be lawful if made directly to such other person by the financial 
institution. 

(d) Limitations on the sharing of account number information for marketing purposes 

A financial institution shall not disclose, other than to a consumer reporting agency, an account 
number or similar form of access number or access code for a credit card account, deposit 
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account, or transaction account of a consumer to any nonaffiliated third party for use in 
telemarketing, direct mail marketing, or other marketing through electronic mail to the 
consumer. 

(e) General exceptions 

Subsections (a) and (b) of this section shall not prohibit the disclosure of nonpublic personal 
information - 

(1) as necessary to effect, administer, or enforce a transaction requested or authorized by the 
consumer, or in connection with - 

(A) servicing or processing a financial product or service requested or authorized by the 
consumer; 

(B) maintaining or servicing the consumer's account with the financial institution, or with 
another entity as part of a private label credit card program or other extension of credit on behalf 
of such entity; or 

(C) a proposed or actual securitization, secondary market sale (including sales of servicing 
rights), or similar transaction related to a transaction of the consumer; 

(2) with the consent or at the direction of the consumer; 

(3)(A) to protect the confidentiality or security of the financial institution's records pertaining to 
the consumer, the service or product, or the transaction therein; (B) to protect against or prevent 
actual or potential fraud, unauthorized transactions, claims, or other liability; (C) for required 
institutional risk control, or for resolving customer disputes or inquiries; (D) to persons holding a 
legal or beneficial interest relating to the consumer; or (E) to persons acting in a fiduciary or 
representative capacity on behalf of the consumer; 

(4) to provide information to insurance rate advisory organizations, guaranty funds or agencies, 
applicable rating agencies of the financial institution, persons assessing the institution's 
compliance with industry standards, and the institution's attorneys, accountants, and auditors; 

(5) to the extent specifically permitted or required under other provisions of law and in 
accordance with the Right to Financial Privacy Act of 1978 (12 U.S.C. 3401 et seq.), to law 
enforcement agencies (including a Federal functional regulator, the Secretary of the Treasury 
with respect to subchapter II of chapter 53 of title 31, and chapter 2 of title I of Public Law 91-
508 (12 U.S.C. 1951-1959), a State insurance authority, or the Federal Trade Commission), self-
regulatory organizations, or for an investigation on a matter related to public safety; 

(6)(A) to a consumer reporting agency in accordance with the Fair Credit Reporting Act (15 
U.S.C. 1681 et seq.), or (B) from a consumer report reported by a consumer reporting agency; 
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(7) in connection with a proposed or actual sale, merger, transfer, or exchange of all or a portion 
of a business or operating unit if the disclosure of nonpublic personal information concerns 
solely consumers of such business or unit; or 

(8) to comply with Federal, State, or local laws, rules, and other applicable legal requirements; to 
comply with a properly authorized civil, criminal, or regulatory investigation or subpoena or 
summons by Federal, State, or local authorities; or to respond to judicial process or government 
regulatory authorities having jurisdiction over the financial institution for examination, 
compliance, or other purposes as authorized by law. 

(Pub. L. 106-102, title V, Sec. 502, Nov. 12, 1999, 113 Stat. 1437.) 

REFERENCES IN TEXT 

This subchapter, referred to in subsecs. (a) and (c), was in the original ''this subtitle'', meaning 
subtitle A (Sec. 501 et seq.) of title V of Pub. L. 106-102, Nov. 12, 1999, 113 Stat. 1436, which 
enacted this subchapter and amended section 1681s of this title. 

For complete classification of subtitle A to the Code, see Tables. 

The Right to Financial Privacy Act of 1978, referred to in subsec. (e)(5), is title XI of Pub. L. 95-
630, Nov. 10, 1978, 92 Stat. 3697, as amended, which is classified generally to chapter 35 (Sec. 
3401 et seq.) of Title 12, Banks and Banking. For complete classification of this Act to the Code, 
see Short Title note set out under section 3401 of Title 12 and Tables. 

Chapter 2 of title I of Public Law 91-508, referred to in subsec. (e)(5), is chapter 2 (Sec. 121-
129) of title I of Pub. L. 91-508, Oct. 26, 1970, 84 Stat. 1116, which is classified generally to 
chapter 21 (Sec. 1951 et seq.) of Title 12, Banks and Banking. For complete classification of 
chapter 2 to the Code, see Tables. 

The Fair Credit Reporting Act, referred to in subsec. (e)(6)(A), is title VI of Pub. L. 90-321, as 
added by Pub. L. 91-508, title VI, Sec. 601, Oct. 26, 1970, 84 Stat. 1127, as amended, which is 
classified generally to subchapter III (Sec. 1681 et seq.) of chapter 41 of this title. For complete 
classification of this Act to the Code, see Short Title note set out under section 1601 of this title 
and Tables. 

SECTION REFERRED TO IN OTHER SECTIONS 

This section is referred to in sections 6803, 6804, 6809 of this title. 

Sec. 6803. Disclosure of institution privacy policy 

(a) Disclosure required 

At the time of establishing a customer relationship with a consumer and not less than annually 
during the continuation of such relationship, a financial institution shall provide a clear and 
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conspicuous disclosure to such consumer, in writing or in electronic form or other form 
permitted by the regulations prescribed under section 6804 of this title, of such financial 
institution's policies and practices with respect to - 

(1) disclosing nonpublic personal information to affiliates and nonaffiliated third parties, 
consistent with section 6802 of this title, including the categories of information that may be 
disclosed; 

(2) disclosing nonpublic personal information of persons who have ceased to be customers of the 
financial institution; and 

(3) protecting the nonpublic personal information of consumers. 

Such disclosures shall be made in accordance with the regulations prescribed under section 6804 
of this title. 

(b) Information to be included 

The disclosure required by subsection (a) of this section shall include - 

(1) the policies and practices of the institution with respect to disclosing nonpublic personal 
information to nonaffiliated third parties, other than agents of the institution, consistent with 
section 6802 of this title, and including - 

(A) the categories of persons to whom the information is or may be disclosed, other than the 
persons to whom the information may be provided pursuant to section 6802(e) of this title; and 

(B) the policies and practices of the institution with respect to disclosing of nonpublic personal 
information of persons who have ceased to be customers of the financial institution; 

(2) the categories of nonpublic personal information that are collected by the financial 
institution; 

(3) the policies that the institution maintains to protect the confidentiality and security of 
nonpublic personal information in accordance with section 6801 of this title; and  

(4) the disclosures required, if any, under section 1681a(d)(2)(A)(iii) of this title. 

(Pub. L. 106-102, title V, Sec. 503, Nov. 12, 1999, 113 Stat. 1439.) 

SECTION REFERRED TO IN OTHER SECTIONS 

This section is referred to in section 6802 of this title. 

Sec. 6804. Rulemaking 
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(a) Regulatory authority 

(1) Rulemaking 

The Federal banking agencies, the National Credit Union Administration, the Secretary of the 
Treasury, the Securities and Exchange Commission, and the Federal Trade Commission shall 
each prescribe, after consultation as appropriate with representatives of State insurance 
authorities designated by the National Association of Insurance Commissioners, such 
regulations  as may be necessary to carry out the purposes of this subchapter with respect to the 
financial institutions subject to their jurisdiction under section 6805 of this title. 

(2) Coordination, consistency, and comparability  

Each of the agencies and authorities required under paragraph (1) to prescribe regulations shall 
consult and coordinate with the other such agencies and authorities for the purposes of assuring, 
to the extent possible, that the regulations prescribed by each such agency and authority are 
consistent and comparable with the regulations prescribed by the other such agencies and 
authorities. 

(3) Procedures and deadline  

Such regulations shall be prescribed in accordance with applicable requirements of title 5 and 
shall be issued in final form not later than 6 months after November 12, 1999. 

(b) Authority to grant exceptions 

The regulations prescribed under subsection (a) of this section may include such additional 
exceptions to subsections (a) through (d) of section 6802 of this title as are deemed consistent 
with the purposes of this subchapter. 

(Pub. L. 106-102, title V, Sec. 504, Nov. 12, 1999, 113 Stat.1439.) 

SECTION REFERRED TO IN OTHER SECTIONS 

This section is referred to in sections 6802, 6803, 6809 of this title. 

Sec. 6805. Enforcement 

(a) In general 

This subchapter and the regulations prescribed thereunder shall be enforced by the Federal 
functional regulators, the State insurance authorities, and the Federal Trade Commission with 
respect to financial institutions and other persons subject to their jurisdiction under applicable 
law, as follows: 

(1) Under section 1818 of title 12, in the case of -  
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(A) national banks, Federal branches and Federal agencies of foreign banks, and any subsidiaries 
of such entities (except brokers, dealers, persons providing insurance, investment companies, and 
investment advisers), by the Office of the Comptroller of the Currency; 

(B) member banks of the Federal Reserve System (other than national banks), branches and 
agencies of foreign banks (other than Federal branches, Federal agencies, and insured State 
branches of foreign banks), commercial lending companies owned or controlled by foreign 
banks, organizations operating under section 25 or 25A of the Federal Reserve Act (12 U.S.C. 
601 et seq., 611 et seq.), and bank holding companies and their nonbank subsidiaries or affiliates 
(except brokers, dealers, persons providing insurance, investment companies, and investment 
advisers), by the Board of Governors of the Federal Reserve System; 

(C) banks insured by the Federal Deposit Insurance Corporation (other than members of the 
Federal Reserve System), insured State branches of foreign banks, and any subsidiaries of such 
entities (except brokers, dealers, persons providing insurance, investment companies, and 
investment advisers), by the Board of Directors of the Federal Deposit Insurance Corporation; 
and 

(D) savings associations the deposits of which are insured by the Federal Deposit Insurance 
Corporation, and any subsidiaries of such savings associations (except brokers, dealers, persons 
providing insurance, investment companies, and investment advisers), by the Director of the 
Office of Thrift Supervision. 

(2) Under the Federal Credit Union Act (12 U.S.C. 1751 et seq.), by the Board of the National 
Credit Union Administration with respect to any federally insured credit union, and any 
subsidiaries of such an entity. 

(3) Under the Securities Exchange Act of 1934 (15 U.S.C. 78a et seq.), by the Securities and 
Exchange Commission with respect to any broker or dealer. 

(4) Under the Investment Company Act of 1940 (15 U.S.C. 80a-1 et seq.), by the Securities and 
Exchange Commission with respect to investment companies. 

(5) Under the Investment Advisers Act of 1940 (15 U.S.C. 80b-1 

et seq.), by the Securities and Exchange Commission with respect to investment advisers 
registered with the Commission under such Act. 

(6) Under State insurance law, in the case of any person engaged in providing insurance, by the 
applicable State insurance authority of the State in which the person is domiciled, subject to 
section 6701 of this title. 

(7) Under the Federal Trade Commission Act (15 U.S.C. 41 et seq.), by the Federal Trade 
Commission for any other financial institution or other person that is not subject to the 
jurisdiction of any agency or authority under paragraphs (1) through (6) of this subsection. 
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(b) Enforcement of section 6801 

(1) In general 

Except as provided in paragraph (2), the agencies and authorities described in subsection (a) of 
this section shall implement the standards prescribed under section 6801(b) of this title in the 
same manner, to the extent practicable, as standards prescribed pursuant to section 1831p-1(a) of 
title 12 are implemented pursuant to such section. 

(2) Exception 

The agencies and authorities described in paragraphs (3), (4), (5), (6), and (7) of subsection (a) of 
this section shall implement the standards prescribed under section 6801(b) of this title by rule 
with respect to the financial institutions and other persons subject to their respective jurisdictions 
under subsection (a) of this section. 

(c) Absence of State action  

If a State insurance authority fails to adopt regulations to carry out this subchapter, such State 
shall not be eligible to override, pursuant to section 1831x(g)(2)(B)(iii) of title 12, the insurance 
customer protection regulations prescribed by a Federal banking agency under section 1831x(a) 
of title 12. 

(d) Definitions 

The terms used in subsection (a)(1) of this section that are not defined in this subchapter or 
otherwise defined in section 1813(s) of title 12 shall have the same meaning as given in section 
3101 of title 12. 

(Pub. L. 106-102, title V, Sec. 505, Nov. 12, 1999, 113 Stat. 1440.) 

REFERENCES IN TEXT 

Section 25 of the Federal Reserve Act, referred to in subsec. (a)(1)(B), is classified to subchapter 
I (Sec. 601 et seq.) of chapter 6 of Title 12, Banks and Banking. Section 25A of the Federal 
Reserve Act is classified to subchapter II (Sec. 611 et seq.) of chapter 6 of Title 12. 

The Federal Credit Union Act, referred to in subsec. (a)(2), is act June 26, 1934, ch. 750, 48 Stat. 
1216, as amended, which is classified generally to chapter 14 (Sec. 1751 et seq.) of Title 12, 
Banks and Banking. For complete classification of this Act to the Code, see section 1751 of Title 
12 and Tables. 

The Securities Exchange Act of 1934, referred to in subsec. (a)(3), is act June 6, 1934, ch. 404, 
48 Stat. 881, as amended, which is classified principally to chapter 2B (Sec. 78a et seq.) of this 
title. For complete classification of this Act to the Code, see section 78a of this title and Tables. 
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The Investment Company Act of 1940, referred to in subsec. (a)(4), is title I of act Aug. 22, 
1940, ch. 686, 54 Stat. 789, as amended, which is classified generally to subchapter I (Sec. 80a-1 
et seq.) of chapter 2D of this title. For complete classification of this Act to the Code, see section 
80a-51 of this title and Tables. 

The Investment Advisers Act of 1940, referred to in subsec. (a)(5), is title II of act Aug. 22, 
1940, ch. 686, 54 Stat. 847, as amended, which is classified generally to subchapter II (Sec. 80b-
1 et seq.) of chapter 2D of this title. For complete classification of this Act to the Code, see 
section 80b-20 of this title and Tables. 

The Federal Trade Commission Act, referred to in subsec. (a)(7), is act Sept. 26, 1914, ch. 311, 
38 Stat. 717, as amended, which is classified generally to subchapter I (Sec. 41 et seq.) of chapter 
2 of this title. For complete classification of this Act to the Code, see section 58 of this title and 
Tables. 

SECTION REFERRED TO IN OTHER SECTIONS 

This section is referred to in sections 6801, 6804, 6807 of this title. 

Sec. 6806. Relation to other provisions 

Except for the amendments made by subsections (a) and (b), nothing in this chapter shall be 
construed to modify, limit, or supersede the operation of the Fair Credit Reporting Act (15 
U.S.C. 1681 et seq.), and no inference shall be drawn on the basis of the provisions of this 
chapter regarding whether information is transaction or experience information under section 
603 of such Act (15 U.S.C. 1681a). 

(Pub. L. 106-102, title V, Sec. 506(c), Nov. 12, 1999, 113 Stat. 1442.) 

REFERENCES IN TEXT 

Amendments made by subsections (a) and (b), referred to in text, means amendments made by 
section 506(a) and (b) of Pub. L. 106-102, which amended section 1681s of this title. 

This chapter, referred to in text, was in the original ''this title'', meaning title V of Pub. L. 106-
102, Nov. 12, 1999, 113 Stat. 1436, as amended, which enacted this chapter and amended section 
1681s of this title. For complete classification of title V to the Code, see Tables. 

The Fair Credit Reporting Act, referred to in text, is title VI of Pub. L. 90-321, as added by Pub. 
L. 91-508, title VI, Sec. 601, Oct. 26, 1970, 84 Stat. 1127, as amended, which is classified 
generally to subchapter III (Sec. 1681 et seq.) of chapter 41 of this title. For complete 
classification of this Act to the Code, see Short Title note set out under section 1601 of this title 
and Tables. 

Sec. 6807. Relation to State laws 
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(a) In general 

This subchapter and the amendments made by this subchapter shall not be construed as 
superseding, altering, or affecting any statute, regulation, order, or interpretation in effect in any 
State, except to the extent that such statute, regulation, order, or interpretation is inconsistent 
with the provisions of this subchapter, and then only to the extent of the inconsistency. 

(b) Greater protection under State law 

For purposes of this section, a State statute, regulation, order, or interpretation is not inconsistent 
with the provisions of this subchapter if the protection such statute, regulation, order, or 
interpretation affords any person is greater than the protection provided under this subchapter 
and the amendments made by this subchapter, as determined by  the Federal Trade Commission, 
after consultation with the agency or authority with jurisdiction under section 6805(a) of this title 
of either the person that initiated the complaint or that is the subject of the complaint, on its own 
motion or upon the petition of any interested party. 

(Pub. L. 106-102, title V, Sec. 507, Nov. 12, 1999, 113 Stat. 1442.) 

REFERENCES IN TEXT 

This subchapter, referred to in text, was in the original ''this subtitle'', meaning subtitle A (Sec. 
501-510) of title V of Pub. L. 106-102, Nov. 12, 1999, 113 Stat. 1436, which enacted this 
subchapter and amended section 1681s of this title. For complete classification of subtitle A to 
the Code, see Tables. 

Sec. 6808. Study of information sharing among financial affiliates 

(a) In general 

The Secretary of the Treasury, in conjunction with the Federal functional regulators and the 
Federal Trade Commission, shall conduct a study of information sharing practices among 
financial institutions and their affiliates. Such study shall include - 

(1) the purposes for the sharing of confidential customer information with affiliates or with 
nonaffiliated third parties; 

(2) the extent and adequacy of security protections for such information; 

(3) the potential risks for customer privacy of such sharing of information; 

(4) the potential benefits for financial institutions and affiliates of such sharing of information; 

(5) the potential benefits for customers of such sharing of information; 

(6) the adequacy of existing laws to protect customer privacy; 
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(7) the adequacy of financial institution privacy policy and privacy rights disclosure under 
existing law;  

(8) the feasibility of different approaches, including opt-out and opt-in, to permit customers to 
direct that confidential information not be shared with affiliates and nonaffiliated third parties; 
and 

(9) the feasibility of restricting sharing of information for specific uses or of permitting 
customers to direct the uses for which information may be shared. 

(b) Consultation 

The Secretary shall consult with representatives of State insurance authorities designated by the 
National Association of Insurance Commissioners, and also with financial services industry, 
consumer organizations and privacy groups, and other representatives of the general public, in 
formulating and conducting the study required by subsection (a) of this section. 

(c) Report 

On or before January 1, 2002, the Secretary shall submit a report to the Congress containing the 
findings and conclusions of the study required under subsection (a) of this section, together with 
such recommendations for legislative or administrative action as may be appropriate. 

(Pub. L. 106-102, title V, Sec. 508, Nov. 12, 1999, 113 Stat.1442.) 

Sec. 6809. Definitions 

As used in this subchapter: 

(1) Federal banking agency 

The term ''Federal banking agency'' has the same meaning as given in section 1813 of title 12. 

(2) Federal functional regulator 

The term ''Federal functional regulator'' means - 

(A) the Board of Governors of the Federal Reserve System; 

(B) the Office of the Comptroller of the Currency; 

(C) the Board of Directors of the Federal Deposit Insurance Corporation; 

(D) the Director of the Office of Thrift Supervision; 

(E) the National Credit Union Administration Board; and 
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(F) the Securities and Exchange Commission. 

(3) Financial institution 

(A) In general 

The term ''financial institution'' means any institution the business of which is engaging in 
financial activities as described in section 1843(k) of title 12. 

(B) Persons subject to CFTC regulation 

Notwithstanding subparagraph (A), the term ''financial institution'' does not include any person 
or entity with respect to any financial activity that is subject to the jurisdiction of the Commodity 
Futures Trading Commission under the Commodity Exchange Act (7 U.S.C. 1 et seq.). 

(C) Farm credit institutions  

Notwithstanding subparagraph (A), the term ''financial institution'' does not include the Federal 
Agricultural Mortgage Corporation or any entity chartered and operating under the Farm Credit 
Act of 1971 (12 U.S.C. 2001 et seq.). 

(D) Other secondary market institutions 

Notwithstanding subparagraph (A), the term ''financial institution'' does not include institutions 
chartered by Congress specifically to engage in transactions described in section 6802(e)(1)(C) 
of this title, as long as such institutions do not sell or transfer nonpublic personal information to a 
nonaffiliated third party. 

(4) Nonpublic personal information 

(A) The term ''nonpublic personal information'' means personally identifiable financial 
information - 

(i) provided by a consumer to a financial institution; 

(ii) resulting from any transaction with the consumer or any service performed for the consumer; 
or 

(iii) otherwise obtained by the financial institution. 

(B) Such term does not include publicly available information, as such term is defined by the 
regulations prescribed under section 6804 of this title. 

(C) Notwithstanding subparagraph (B), such term - 
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(i) shall include any list, description, or other grouping of consumers (and publicly available 
information pertaining to them) that is derived using any nonpublic personal information other 
than publicly available information; but 

(ii) shall not include any list, description, or other grouping of consumers (and publicly available 
information pertaining to them) that is derived without using any nonpublic personal 
information. 

(5) Nonaffiliated third party 

The term ''nonaffiliated third party'' means any entity that is not an affiliate of, or related by 
common ownership or affiliated by corporate control with, the financial institution, but does not 
include a joint employee of such institution. 

(6) Affiliate 

The term ''affiliate'' means any company that controls, is controlled by, or is under common 
control with another company. 

(7) Necessary to effect, administer, or enforce 

The term ''as necessary to effect, administer, or enforce the transaction'' means - 

(A) the disclosure is required, or is a usual, appropriate, or acceptable method, to carry out the 
transaction or the product or service business of which the transaction is a part, and record or 
service or maintain the consumer's account in the ordinary course of providing the financial 
service or financial product, or to administer or service benefits or claims relating to the 
transaction or the product or service business of which it is a part, and includes - 

(i) providing the consumer or the consumer's agent or broker with a confirmation, statement, or 
other record of the transaction, or information on the status or value of the financial service or 
financial product; and 

(ii) the accrual or recognition of incentives or bonuses associated with the transaction that are 
provided by the financial institution or any other party; 

(B) the disclosure is required, or is one of the lawful or appropriate methods, to enforce the rights 
of the financial institution or of other persons engaged in carrying out the financial transaction, 
or providing the product or service; 

(C) the disclosure is required, or is a usual, appropriate, or acceptable method, for insurance 
underwriting at the consumer's request or for reinsurance purposes, or for any of the following 
purposes as they relate to a consumer's insurance: Account administration, reporting, 
investigating, or preventing fraud or material misrepresentation, processing premium payments, 
processing insurance claims, administering insurance benefits (including utilization review 
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activities), participating in research projects, or as otherwise required or specifically permitted by 
Federal or State law; or 

(D) the disclosure is required, or is a usual, appropriate or acceptable method, in connection with 
- 

(i) the authorization, settlement, billing, processing, clearing, transferring, reconciling, or 
collection of amounts charged, debited, or otherwise paid using a debit, credit or other payment 
card, check, or account number, or by other payment means; 

(ii) the transfer of receivables, accounts or interests therein; or 

(iii) the audit of debit, credit or other payment information. 

(8) State insurance authority 

The term ''State insurance authority'' means, in the case of any person engaged in providing 
insurance, the State insurance authority of the State in which the person is domiciled. 

(9) Consumer 

The term ''consumer'' means an individual who obtains, from a financial institution, financial 
products or services which are to be used primarily for personal, family, or household purposes, 
and also means the legal representative of such an individual. 

(10) Joint agreement 

The term ''joint agreement'' means a formal written contract pursuant to which two or more 
financial institutions jointly offer, endorse, or sponsor a financial product or service, and as may 
be further defined in the regulations prescribed under section 6804 of this title. 

(11) Customer relationship 

The term ''time of establishing a customer relationship'' shall be defined by the regulations 
prescribed under section 6804 of this title, and shall, in the case of a financial institution engaged 
in extending credit directly to consumers to finance purchases of goods or services, mean the 
time of establishing the credit relationship with the consumer. 

(Pub. L. 106-102, title V, Sec. 509, Nov. 12, 1999, 113 Stat. 1443.) 

REFERENCES IN TEXT 

The Commodity Exchange Act, referred to in par. (3)(B), is act Sept. 21, 1922, ch. 369, 42 Stat. 
998, as amended, which is classified generally to chapter 1 (Sec. 1 et seq.) of Title 7, 
Agriculture. For complete classification of this Act to the Code, see section 1 of Title 7 and 
Tables. 
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The Farm Credit Act of 1971, referred to in par. (3)(C), is Pub. L. 92-181, Dec. 10, 1971, 85 
Stat. 583, as amended, which is classified generally to chapter 23 (Sec. 2001 et seq.) of Title 12, 
Banks and Banking. For complete classification of this Act to the Code, see Short Title note set 
out under section 2001 of Title 12 and Tables. 
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District of Columbia  
 

D.C. Code § 28-3851 et seq. 
_________________________________________________________________________ 
 
§ 28-3851. Definitions  
 
 
   For purposes of this subchapter, the term: 
  
      (1) "Breach of the security of the system" means unauthorized acquisition of computerized or 
other electronic data, or any equipment or device storing such data, that compromises the 
security, confidentiality, or integrity of personal information maintained by the person or 
business. The term "breach of the security system" shall not include a good faith acquisition of 
personal information by an employee or agent of the person or business for the purposes of the 
person or business if the personal information is not used improperly or subject to further 
unauthorized disclosure. Acquisition of data that has been rendered secure, so as to be unusable 
by an unauthorized third party, shall not be deemed to be a breach of the security of the system. 
  
      (2) "Notify" or "notification" means providing information through any of the following 
methods: 
  
         (A) Written notice; 
  
         (B) Electronic notice, if the customer has consented to receipt of electronic notice 
consistent with the provisions regarding electronic records and signatures set forth in the 
Electronic Signatures in Global and National Commerce Act, approved June 30, 2000 (114 Stat. 
641; 15 U.S.C. § 7001); or 
  
         (C) (i) Substitute notice, if the person or business demonstrates that the cost of providing 
notice to persons subject to this subchapter would exceed $ 50,000, that the number of persons to 
receive notice under this subchapter exceeds 100,000, or that the person or business does not 
have sufficient contact information. 
  
            (ii) Substitute notice shall consist of all of the following: 
  
               (I) E-mail notice when the person or business has an e-mail address for the subject 
persons; 
  
               (II) Conspicuous posting of the notice on the website page of the person or business if 
the person or business maintains one; and 
  
               (III) Notice to major local and, if applicable, national media. 
  
      (3) (A) "Personal information" means: 
  
            (i) An individual's first name or first initial and last name, or phone number, or address, 
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and any one or more of the following data elements: 
  
               (I) Social security number; 
  
               (II) Driver's license number or District of Columbia Identification Card number; or 
  
               (III) Credit card number or debit card number; or 
  
            (ii) Any other number or code or combination of numbers or codes, such as account 
number, security code, access code, or password, that allows access to or use of an individual's 
financial or credit account. 
  
         (B) For purposes of this paragraph, the term "personal information" shall not include 
publicly available information that is lawfully made available to the general public from federal, 
state, or local government records. 
 
HISTORY: Mar. 8, 2007, D.C. Law 16-237, § 2(c), 54 DCR 393. 
 
NOTES: 
LEGISLATIVE HISTORY OF LAW 16-237. --Law 16-237, the "Consumer Personal 
Information Security Breach Notification Act of 2006", was introduced in Council and assigned 
Bill No. 16-810, which was referred to Committee on Consumer and Regulatory Affairs. The 
Bill was adopted on first and second readings on November 14, 2006, and December 5, 2006, 
respectively. Signed by the Mayor on December 28 2006, it was assigned Act No. 16-593 and 
transmitted to both Houses of Congress for its review. D.C. Law 16-237 became effective on 
March 8, 2007. 
  
EDITOR'S NOTES. --Section 3 of D.C. Law 16-237 provided: "This act shall apply as of July 1, 
2007." 
 
§ 28-3852. Notification of security breach  
 
 
   (a) Any person or entity who conducts business in the District of Columbia, and who, in the 
course of such business, owns or licenses computerized or other electronic data that includes 
personal information, and who discovers a breach of the security of the system, shall promptly 
notify any District of Columbia resident whose personal information was included in the breach. 
The notification shall be made in the most expedient time possible and without unreasonable 
delay, consistent with the legitimate needs of law enforcement, as provided in subsection (d) of 
this section, and with any measures necessary to determine the scope of the breach and restore 
the reasonable integrity of the data system. 
  
   (b) Any person or entity who maintains, handles, or otherwise possesses computerized or other 
electronic data that includes personal information that the person or entity does not own shall 
notify the owner or licensee of the information of any breach of the security of the system in the 
most expedient time possible following discovery. 
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   (c) If any person or entity is required by subsection (a) or (b) of this section to notify more than 
1,000 persons of a breach of security pursuant to this subsection, the person shall also notify, 
without unreasonable delay, all consumer reporting agencies that compile and maintain files on 
consumers on a nationwide basis, as defined by section 603(p) of the Fair Credit Reporting Act, 
approved October 26, 1970 (84 Stat. 1128; 15 U.S.C. § 1681a(p)), of the timing, distribution and 
content of the notices. Nothing in this subsection shall be construed to require the person to 
provide to the consumer reporting agency the names or other personal identifying information of 
breach notice recipients. This subsection shall not apply to a person or entity who is required to 
notify consumer reporting agencies of a breach pursuant to Title V of the Gramm-Leach-Bliley 
Act, approved November 12, 1999 (113 Stat. 1436; 15 U.S.C. § 6801 et seq[.]). 
  
   (d) The notification required by this section may be delayed if a law enforcement agency 
determines that the notification will impede a criminal investigation but shall be made as soon as 
possible after the law enforcement agency determines that the notification will not compromise 
the investigation. 
  
   (e) Notwithstanding subsection (a) of this section, a person or business that maintains its own 
notification procedures as part of an information security policy for the treatment of personal 
information and is otherwise consistent with the timing requirements of this subchapter shall be 
deemed to be in compliance with the notification requirements of this section if the person or 
business provides notice, in accordance with its policies, reasonably calculated to give actual 
notice to persons to whom notice is otherwise required to be given under this subchapter. Notice 
under this section may be given by electronic mail if the person or entity's primary method of 
communication with the resident is by electronic means. 
  
   (f) A waiver of any provision of this subchapter shall be void and unenforceable. 
  
   (g) A person or entity who maintains procedures for a breach notification system under Title V 
of the Gramm-Leach-Bliley Act, approved November 12, 1999 (113 Stat. 1436; 15 U.S.C. § 
6801 et seq.) ("Act"), and provides notice in accordance with the Act, and any rules, regulations, 
guidance and guidelines thereto, to each affected resident in the event of a breach, shall be 
deemed to be in compliance with this section. 
 
HISTORY: Mar. 8, 2007, D.C. Law 16-237, § 2(c), 54 DCR 393. 
 
NOTES: 
LEGISLATIVE HISTORY OF LAW 16-237. --For Law 16-237, see notes following § 28-3851. 
 
§ 28-3853. Enforcement  
 
 
   (a) Any District of Columbia resident injured by a violation of this subchapter may institute a 
civil action to recover actual damages, the costs of the action, and reasonable attorney's fees. 
Actual damages shall not include dignitary damages, including pain and suffering. 
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   (b) The Attorney General may petition the Superior Court of the District of Columbia for 
temporary or permanent injunctive relief and for an award of restitution for property lost or 
damages suffered by District of Columbia residents as a consequence of the violation of this 
subchapter. In an action under this subsection, the Attorney General may recover a civil penalty 
not to exceed $ 100 for each violation, the costs of the action, and reasonable attorney's fees. 
Each failure to provide a District of Columbia resident with notification in accordance with this 
section shall constitute a separate violation. 
  
   (c) The rights and remedies available under this section are cumulative to each other and to any 
other rights and remedies available under law. 
 
HISTORY: Mar. 8, 2007, D.C. Law 16-237, § 2(c), 54 DCR 393. 
 
NOTES: 
LEGISLATIVE HISTORY OF LAW 16-237. --For Law 16-237, see notes following § 28-3851. 
 
 
 
  



 

 26  

Maryland 
 

Maryland Code Comm. Law § 14-3501 et seq. 
 

______________________________________________________________________________ 
 

§ 14-3501. Definitions  
 
 
   (a) In general. -- In this subtitle the following words have the meanings indicated. 
 
(b) Business. -- 
 
   (1) "Business" means a sole proprietorship, partnership, corporation, association, or any other 
business entity, whether or not organized to operate at a profit. 
 
   (2) "Business" includes a financial institution organized, chartered, licensed, or otherwise 
authorized under the laws of this State, any other state, the United States, or any other country, 
and the parent or subsidiary of a financial institution. 
 
(c) Encrypted. -- "Encrypted" means the transformation of data through the use of an algorithmic 
process into a form in which there is a low probability of assigning meaning without use of a 
confidential process or key. 
 
(d) Personal information. -- 
 
   (1) "Personal information" means an individual's first name or first initial and last name in 
combination with any one or more of the following data elements, when the name or the data 
elements are not encrypted, redacted, or otherwise protected by another method that renders the 
information unreadable or unusable: 
 
      (i) A Social Security number; 
 
      (ii) A driver's license number; 
 
      (iii) A financial account number, including a credit card number or debit card number, that in 
combination with any required security code, access code, or password, would permit access to 
an individual's financial account; or 
 
      (iv) An Individual Taxpayer Identification Number. 
 
   (2) "Personal information" does not include: 
 
      (i) Publicly available information that is lawfully made available to the general public from 
federal, State, or local government records; 
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      (ii) Information that an individual has consented to have publicly disseminated or listed; or 
 
      (iii) Information that is disseminated or listed in accordance with the federal Health 
Insurance Portability and Accountability Act. 
 
(e) Records. -- "Records" means information that is inscribed on a tangible medium or that is 
stored in an electronic or other medium and is retrievable in perceivable form. 
 
HISTORY: 2007, chs. 531, 532. 
 
§ 14-3502. Protection against unauthorized access or use  
 
   (a) "Customer" defined. -- In this section, "customer" means an individual residing in the State 
who provides personal information to a business for the purpose of purchasing or leasing a 
product or obtaining a service from the business. 
 
(b) Destruction of records. -- When a business is destroying a customer's records that contain 
personal information of the customer, the business shall take reasonable steps to protect against 
unauthorized access to or use of the personal information, taking into account: 
 
   (1) The sensitivity of the records; 
 
   (2) The nature and size of the business and its operations; 
 
   (3) The costs and benefits of different destruction methods; and 
 
   (4) Available technology. 
 
HISTORY: 2007, chs. 531, 532. 
 
§ 14-3503. Security procedures  
 
 
   (a) In general. -- To protect personal information from unauthorized access, use, modification, 
or disclosure, a business that owns or licenses personal information of an individual residing in 
the State shall implement and maintain reasonable security procedures and practices that are 
appropriate to the nature of the personal information owned or licensed and the nature and size of 
the business and its operations. 
 
(b) Third party service provider. -- 
 
   (1) A business that uses a nonaffiliated third party as a service provider to perform services for 
the business and discloses personal information about an individual residing in the State under a 
written contract with the third party shall require by contract that the third party implement and 
maintain reasonable security procedures and practices that: 
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      (i) Are appropriate to the nature of the personal information disclosed to the nonaffiliated 
third party; and 
 
      (ii) Are reasonably designed to help protect the personal information from unauthorized 
access, use, modification, disclosure, or destruction. 
 
   (2) This subsection shall apply to a written contract that is entered into on or after January 1, 
2009. 
 
HISTORY: 2007, chs. 531, 532. 
 
§ 14-3504. Security breach  
 
 
   (a) "Breach of the security of a system" defined. -- In this section: 
 
   (1) "Breach of the security of a system" means the unauthorized acquisition of computerized 
data that compromises the security, confidentiality, or integrity of the personal information 
maintained by a business; and 
 
   (2) "Breach of the security of a system" does not include the good faith acquisition of personal 
information by an employee or agent of a business for the purposes of the business, provided that 
the personal information is not used or subject to further unauthorized disclosure. 
 
(b) Business owns or licenses personal data -- Investigation of breach. -- 
 
   (1) A business that owns or licenses computerized data that includes personal information of an 
individual residing in the State, when it discovers or is notified of a breach of the security of a 
system, shall conduct in good faith a reasonable and prompt investigation to determine the 
likelihood that personal information of the individual has been or will be misused as a result of 
the breach. 
 
   (2) If, after the investigation is concluded, the business determines that misuse of the 
individual's personal information has occurred or is reasonably likely to occur as a result of a 
breach of the security of a system, the business shall notify the individual of the breach. 
 
   (3) Except as provided in subsection (d) of this section, the notification required under 
paragraph (2) of this subsection shall be given as soon as reasonably practicable after the 
business conducts the investigation required under paragraph (1) of this subsection. 
 
   (4) If after the investigation required under paragraph (1) of this subsection is concluded, the 
business determines that notification under paragraph (2) of this subsection is not required, the 
business shall maintain records that reflect its determination for 3 years after the determination is 
made. 
 
(c) Business maintains personal data -- Notification of breach. -- 
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   (1) A business that maintains computerized data that includes personal information that the 
business does not own or license shall notify the owner or licensee of the personal information of 
a breach of the security of a system if it is likely that the breach has resulted or will result in the 
misuse of personal information of an individual residing in the State. 
 
   (2) Except as provided in subsection (d) of this section, the notification required under 
paragraph (1) of this subsection shall be given as soon as reasonably practicable after the 
business discovers or is notified of the breach of the security of a system. 
 
   (3) A business that is required to notify an owner or licensee of personal information of a 
breach of the security of a system under paragraph (1) of this subsection shall share with the 
owner or licensee information relative to the breach. 
 
(d) Delay of notification required under subsections (b) and (c). -- 
 
   (1) The notification required under subsections (b) and (c) of this section may be delayed: 
 
      (i) If a law enforcement agency determines that the notification will impede a criminal 
investigation or jeopardize homeland or national security; or 
 
      (ii) To determine the scope of the breach of the security of a system, identify the individuals 
affected, or restore the integrity of the system. 
 
   (2) If notification is delayed under paragraph (1)(i) of this subsection, notification shall be 
given as soon as reasonably practicable after the law enforcement agency determines that it will 
not impede a criminal investigation and will not jeopardize homeland or national security. 
 
(e) Methods of giving notification required under subsections (b) and (c). -- The notification 
required under subsections (b) and (c) of this section may be given: 
 
   (1) By written notice sent to the most recent address of the individual in the records of the 
business; 
 
   (2) By electronic mail to the most recent electronic mail address of the individual in the records 
of the business, if: 
 
      (i) The individual has expressly consented to receive electronic notice; or 
 
      (ii) The business conducts its business primarily through Internet account transactions or the 
Internet; 
 
   (3) By telephonic notice, to the most recent telephone number of the individual in the records 
of the business; or 
 
   (4) By substitute notice as provided in subsection (f) of this section, if: 
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      (i) The business demonstrates that the cost of providing notice would exceed $ 100,000 or 
that the affected class of individuals to be notified exceeds 175,000; or 
 
      (ii) The business does not have sufficient contact information to give notice in accordance 
with item (1), (2), or (3) of this subsection. 
 
(f) Substitute notice. -- Substitute notice under subsection (e)(4) of this section shall consist of: 
 
   (1) Electronically mailing the notice to an individual entitled to notification under subsection 
(b) of this section, if the business has an electronic mail address for the individual to be notified; 
 
   (2) Conspicuous posting of the notice on the Web site of the business, if the business maintains 
a Web site; and 
 
   (3) Notification to statewide media. 
 
(g) Contents of notification required under subsection (b). -- The notification required under 
subsection (b) of this section shall include: 
 
   (1) To the extent possible, a description of the categories of information that were, or are 
reasonably believed to have been, acquired by an unauthorized person, including which of the 
elements of personal information were, or are reasonably believed to have been, acquired; 
 
   (2) Contact information for the business making the notification, including the business' 
address, telephone number, and toll-free telephone number if one is maintained; 
 
   (3) The toll-free telephone numbers and addresses for the major consumer reporting agencies; 
and 
 
   (4) (i) The toll-free telephone numbers, addresses, and Web site addresses for: 
 
         1. The Federal Trade Commission; and 
 
         2. The Office of the Attorney General; and 
 
      (ii) A statement that an individual can obtain information from these sources about steps the 
individual can take to avoid identity theft. 
 
(h) Notification to Office of the Attorney General. -- Prior to giving the notification required 
under subsection (b) of this section and subject to subsection (d) of this section, a business shall 
provide notice of a breach of the security of a system to the Office of the Attorney General. 
 
(i) Waiver. -- A waiver of any provision of this section is contrary to public policy and is void 
and unenforceable. 
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(j) Compliance with other requirements of federal law. -- Compliance with this section does not 
relieve a business from a duty to comply with any other requirements of federal law relating to 
the protection and privacy of personal information. 
 
HISTORY: 2007, chs. 531, 532; 2013, ch. 43, § 5. 
 
§ 14-3505. Exclusivity and preemption  
 
 
   The provisions of this subtitle are exclusive and shall preempt any provision of local law. 
 
HISTORY: 2007, chs. 531, 532.  
 
§ 14-3506. Notification to credit reporting agencies  
 
 
   (a) Breach involving 1,000 or more individuals. -- If a business is required under § 14-3504 of 
this subtitle to give notice of a breach of the security of a system to 1,000 or more individuals, 
the business also shall notify, without unreasonable delay, each consumer reporting agency that 
compiles and maintains files on consumers on a nationwide basis, as defined by 15 U.S.C. § 
1681a(p), of the timing, distribution, and content of the notices. 
 
(b) Inclusion of names not required. -- This section does not require the inclusion of the names or 
other personal identifying information of recipients of notices of the breach of the security of a 
system. 
 
HISTORY: 2007, chs. 531, 532. 
 
§ 14-3507. Compliance with subtitle  
 
 
   (a) "Affiliate" defined. -- In this section, "affiliate" means a company that controls, is 
controlled by, or is under common control with a business described in subsection (c)(1) of this 
section. 
 
(b) Requirements of federal or State regulator. -- A business that complies with the requirements 
for notification procedures, the protection or security of personal information, or the destruction 
of personal information under the rules, regulations, procedures, or guidelines established by the 
primary or functional federal or State regulator of the business shall be deemed to be in 
compliance with this subtitle. 
 
(c) Compliance with other federal laws. -- 
 
   (1) A business that is subject to and in compliance with § 501(b) of the federal Gramm-Leach-
Bliley Act, 15 U.S.C. § 6801, § 216 of the federal Fair and Accurate Credit Transactions Act, 15 
U.S.C. § 1681w, the federal Interagency Guidelines Establishing Information Security Standards, 
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and the federal Interagency Guidance on Response Programs for Unauthorized Access to 
Customer Information and Customer Notice, and any revisions, additions, or substitutions, shall 
be deemed to be in compliance with this subtitle. 
 
   (2) An affiliate that complies with § 501(b) of the federal Gramm-Leach-Bliley Act, 15 U.S.C. 
§ 6801, § 216 of the federal Fair and Accurate Credit Transactions Act, 15 U.S.C. § 1681w, the 
federal Interagency Guidelines Establishing Information Security Standards, and the federal 
Interagency Guidance on Response Programs for Unauthorized Access to Customer Information 
and Customer Notice, and any revisions, additions, or substitutions, shall be deemed to be in 
compliance with this subtitle. 
 
HISTORY: 2007, chs. 531, 532; 2013, ch. 43, § 5. 
 
§ 14-3508. Violations; penalties  
 
 
   A violation of this subtitle: 
 
   (1) Is an unfair or deceptive trade practice within the meaning of Title 13 of this article; and 
 
   (2) Is subject to the enforcement and penalty provisions contained in Title 13 of this article. 
 
HISTORY: 2007, chs. 531, 532. 
 
 
 
 
  



 

 33  

Virginia 
 

Virginia Code § 18.2-186.6 
 

______________________________________________________________________________ 
 

§ 18.2-186.6. Breach of personal information notification.  

A. As used in this section:  

"Breach of the security of the system" means the unauthorized access and acquisition of 
unencrypted and unredacted computerized data that compromises the security or confidentiality 
of personal information maintained by an individual or entity as part of a database of personal 
information regarding multiple individuals and that causes, or the individual or entity reasonably 
believes has caused, or will cause, identity theft or other fraud to any resident of the 
Commonwealth. Good faith acquisition of personal information by an employee or agent of an 
individual or entity for the purposes of the individual or entity is not a breach of the security of 
the system, provided that the personal information is not used for a purpose other than a lawful 
purpose of the individual or entity or subject to further unauthorized disclosure.  

"Encrypted" means the transformation of data through the use of an algorithmic process into a 
form in which there is a low probability of assigning meaning without the use of a confidential 
process or key, or the securing of the information by another method that renders the data 
elements unreadable or unusable.  

"Entity" includes corporations, business trusts, estates, partnerships, limited partnerships, limited 
liability partnerships, limited liability companies, associations, organizations, joint ventures, 
governments, governmental subdivisions, agencies, or instrumentalities or any other legal entity, 
whether for profit or not for profit.  

"Financial institution" has the meaning given that term in 15 U.S.C. § 6809(3).  

"Individual" means a natural person.  

"Notice" means:  

1. Written notice to the last known postal address in the records of the individual or entity;  

2. Telephone notice;  

3. Electronic notice; or  

4. Substitute notice, if the individual or the entity required to provide notice demonstrates that 
the cost of providing notice will exceed $50,000, the affected class of Virginia residents to be 
notified exceeds 100,000 residents, or the individual or the entity does not have sufficient contact 
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information or consent to provide notice as described in subdivisions 1, 2, or 3 of this definition. 
Substitute notice consists of all of the following:  

a. E-mail notice if the individual or the entity has e-mail addresses for the members of the 
affected class of residents;  

b. Conspicuous posting of the notice on the website of the individual or the entity if the 
individual or the entity maintains a website; and  

c. Notice to major statewide media.  

Notice required by this section shall not be considered a debt communication as defined by the 
Fair Debt Collection Practices Act in 15 U.S.C. § 1692a.  

Notice required by this section shall include a description of the following:  

(1) The incident in general terms;  

(2) The type of personal information that was subject to the unauthorized access and acquisition;  

(3) The general acts of the individual or entity to protect the personal information from further 
unauthorized access;  

(4) A telephone number that the person may call for further information and assistance, if one 
exists; and  

(5) Advice that directs the person to remain vigilant by reviewing account statements and 
monitoring free credit reports.  

"Personal information" means the first name or first initial and last name in combination with 
and linked to any one or more of the following data elements that relate to a resident of the 
Commonwealth, when the data elements are neither encrypted nor redacted:  

1. Social security number;  

2. Driver's license number or state identification card number issued in lieu of a driver's license 
number; or  

3. Financial account number, or credit card or debit card number, in combination with any 
required security code, access code, or password that would permit access to a resident's 
financial accounts.  

The term does not include information that is lawfully obtained from publicly available 
information, or from federal, state, or local government records lawfully made available to the 
general public.  
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"Redact" means alteration or truncation of data such that no more than the following are 
accessible as part of the personal information:  

1. Five digits of a social security number; or  

2. The last four digits of a driver's license number, state identification card number, or account 
number.  

B. If unencrypted or unredacted personal information was or is reasonably believed to have been 
accessed and acquired by an unauthorized person and causes, or the individual or entity 
reasonably believes has caused or will cause, identity theft or another fraud to any resident of the 
Commonwealth, an individual or entity that owns or licenses computerized data that includes 
personal information shall disclose any breach of the security of the system following discovery 
or notification of the breach of the security of the system to the Office of the Attorney General 
and any affected resident of the Commonwealth without unreasonable delay. Notice required by 
this section may be reasonably delayed to allow the individual or entity to determine the scope of 
the breach of the security of the system and restore the reasonable integrity of the system. Notice 
required by this section may be delayed if, after the individual or entity notifies a law-
enforcement agency, the law-enforcement agency determines and advises the individual or entity 
that the notice will impede a criminal or civil investigation, or homeland or national security. 
Notice shall be made without unreasonable delay after the law-enforcement agency determines 
that the notification will no longer impede the investigation or jeopardize national or homeland 
security.  

C. An individual or entity shall disclose the breach of the security of the system if encrypted 
information is accessed and acquired in an unencrypted form, or if the security breach involves a 
person with access to the encryption key and the individual or entity reasonably believes that 
such a breach has caused or will cause identity theft or other fraud to any resident of the 
Commonwealth.  

D. An individual or entity that maintains computerized data that includes personal information 
that the individual or entity does not own or license shall notify the owner or licensee of the 
information of any breach of the security of the system without unreasonable delay following 
discovery of the breach of the security of the system, if the personal information was accessed 
and acquired by an unauthorized person or the individual or entity reasonably believes the 
personal information was accessed and acquired by an unauthorized person.  

E. In the event an individual or entity provides notice to more than 1,000 persons at one time 
pursuant to this section, the individual or entity shall notify, without unreasonable delay, the 
Office of the Attorney General and all consumer reporting agencies that compile and maintain 
files on consumers on a nationwide basis, as defined in 15 U.S.C. § 1681a(p), of the timing, 
distribution, and content of the notice.  

F. An entity that maintains its own notification procedures as part of an information privacy or 
security policy for the treatment of personal information that are consistent with the timing 
requirements of this section shall be deemed to be in compliance with the notification 
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requirements of this section if it notifies residents of the Commonwealth in accordance with its 
procedures in the event of a breach of the security of the system.  

G. An entity that is subject to Title V of the Gramm-Leach-Bliley Act (15 U.S.C. § 6801 et seq.) 
and maintains procedures for notification of a breach of the security of the system in accordance 
with the provision of that Act and any rules, regulations, or guidelines promulgated thereto shall 
be deemed to be in compliance with this section.  

H. An entity that complies with the notification requirements or procedures pursuant to the rules, 
regulations, procedures, or guidelines established by the entity's primary or functional state or 
federal regulator shall be in compliance with this section.  

I. Except as provided by subsections J and K, pursuant to the enforcement duties and powers of 
the Office of the Attorney General, the Attorney General may bring an action to address 
violations of this section. The Office of the Attorney General may impose a civil penalty not to 
exceed $150,000 per breach of the security of the system or a series of breaches of a similar 
nature that are discovered in a single investigation. Nothing in this section shall limit an 
individual from recovering direct economic damages from a violation of this section.  

J. A violation of this section by a state-chartered or licensed financial institution shall be 
enforceable exclusively by the financial institution's primary state regulator.  

K. A violation of this section by an individual or entity regulated by the State Corporation 
Commission's Bureau of Insurance shall be enforced exclusively by the State Corporation 
Commission.  

L. The provisions of this section shall not apply to criminal intelligence systems subject to the 
restrictions of 28 C.F.R. Part 23 that are maintained by law-enforcement agencies of the 
Commonwealth and the organized Criminal Gang File of the Virginia Criminal Information 
Network (VCIN), established pursuant to Chapter 2 (§ 52-12 et seq.) of Title 52.  

(2008, cc. 566, 801.)  
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